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This document is intended to establish guidelines for how all Linux servers should be installed for IDT.  This document is not intended to be a "checklist" like the Windows 2000 Installation checklist document because Linux installations are not as "standardized" as the Windows 2000 installations are.  Linux installations tend to be customized to the application they are meant to run. For example, a mail server will have most of its space mounted under /var/spool/mqueue while and ftp server would have most of its space mounted under /home. This document assumes Red Hat Advanced Server is being installed on a Dell 2650 or similar server with RAID.

Filesystem setup and Disk Partitioning

Use ext3 for the filesystem type. Ext3 is backward compatible with ext2,

but supports journaling. A typical partition table would look like:


/boot
100 megs


/

> 2 gigs


/usr

> 3 gigs


/var

> 3 gigs


/home
remainder of space


<swap>
2 gigs
The above sizes are general estimates. While it is possible to have linux installed on smaller (and fewer) partitions, bigger is always better. Note that the swap partition must have the filesystem type set to "linux-swap".

Software Selection
Select LILO as the boot loader (don't use GRUB) and install it on the Master Boot Record. You may then configure LILO post-install in the /etc/lilo.conf .

Set the hostname, gateway, and DNS servers. These settings can be changed post-installation by running "netconfig" or "setup" at the command prompt.  The hostname can be changed by editing the /etc/sysconfig/network file. A reboot is required for changing the hostname, but new network settings can take effect by running:


service network restart

DNS servers can be changed in /etc/resolv.conf .

Select "No Firewall". This can be later configured/disabled by running 'lokkit' at the command prompt.

Set the root password, and add at least 1 user account.

Select the "Select Individual Packages" option. The next screen will allow you to pick individual packages. Sometimes it helps to switch from “Tree View” to “Flat View”.

Be sure REMOVE the following packages: Apache, Sendmail, ProFTPd.

Be sure to install the following: grep, perl, pine (includes pico), sed, rxvt, sudo, wget.

Select "Install packages to satisfy dependencies".

Click "Skip X Configuration". This will set the server to not start X Windows at startup (runlevel 3). If the server was accidentally set to start X on bootup (runlevel 5), edit the /etc/inittab file and change the following line

from:


id:5:initdefault:

to:


id:3:initdefault:

The installation will then proceed to format the partitions and copy files.

Using Kickstart for Automated / Identical Installations
After running through a standard installation, "Anaconda" (the Red Hat installer) puts a file called "anaconda-ks.cfg" in root's home directory.  This file can be used during the installation of other servers to create "clones". You should edit the ks.cfg file to make sure the filesystem and selected packages are correct, and then boot from the installation CD. 

When the boot: prompt comes up, insert the floppy and enter:


 linux ks=floppy

The installation should proceed automatically from there.

Post-Installation Configuration

Using Red Hat Enterprise Kernel

The default Red Hat Advanced Server installation uses a generic Red Hat 

Kernel. The "Enterprise" kernel with low-latency patches, etc. must be 

"enabled". To enable that kernel:


cd /boot


rm vmlinuz
(a symlink)


ln -s vmlinuz-2.4.9-e.3enterprise vmlinuz


lilo


sync ; reboot
Custom System Configurations

Edit the /root/.bashrc file and comment out the following lines:

#alias rm='rm -i'

#alias cp='cp -i'

#alias mv='mv -i'
Edit the /etc/bashrc file:

Set the prompt to look "good" - change the following line from:


[ "$PS1" = "\\s-\\v\\\$ " ] && PS1="[\u@\h \W]\\$ "

to:


[ "$PS1" = "\\s-\\v\\\$ " ] && PS1="\u@\h:\w\\$ "

Add the following lines to the bottom of /etc/bashrc :

alias dir="ls -alFh | more"

alias n="nslookup -sil"

alias mroe=more
Set the speed of the network card to 100 Megabit, Full-Duplex with the mii-tool command:

mii-tool --force=100baseTx-FD

Be sure to add this line to the /etc/rc.local to make the setting survive reboots.

Services

Most of the server configuration can be done through "setup" at the

command prompt. If X (or X-forwarding) is running, there are GUI control

panels as well. Type "redhat" followed by TAB twice at the command prompt

to see a list of config scripts. "serviceconf" is a Windows-style GUI

program that lets you set what daemons start at bootup. It also lets you

stop/start/restart daemons. The "service" command also lets you do this at

the command prompt.

Turn off all unnecessary daemons. Daemons that can be left running for

system functionality include:


anacron


atd


autofs


crond


keytable


lpd
(if printing is needed)


network


ntpd


portmap


random


rawdevices


smb
(for Samba shares)


snmpd
(if monitoring via snmp)


sshd
(see SSH section, below)


syslog


xinetd
Run 'nmap localhost' to be sure that no unnecessary services are running.

Samba

Edit the /etc/samba/smb.conf file, and change the following lines:

workgroup = IDT

server string = <enter the server name>
Comment out the following lines with a ";" :


;   encrypt passwords = yes


;   smb passwd file = /etc/samba/smbpasswd
This will cause samba to authenticate against the /etc/passwd file.

Uncomment the following line:


local master = no

SSH

To maintain compatibility with IDT's current infrastructure, disable OpenSSH (which is installed by default) and install SSH (from 

http://www.ibiblio.org/pub/packages/security/ssh/ ). Installation is 

pretty straightforward:


cd /tmp


tar -xzvf ssh-<version>.tar.gz


cd ssh-<version>


./configure


make


make install
To disable OpenSSH, uncheck the sshd daemon in the services (see above).  Then, create an "ORIG" directory and move OpenSSH there, like this:


cd /usr/bin/


mkdir SSH-ORIG


mv ssh* SSH-ORIG/


mv scp SSH-ORIG/


mv sftp SSH-ORIG/


cd /usr/sbin


mv sshd sshd.ORIG
Be sure to add the following lines to /etc/rc.local:


echo "Starting sshd"


/usr/local/sbin/sshd
Apache

Red Hat's default location of Apache's htdocs, conf files and binaries are

very strange, and therefore it is better to install the latest version

yourself. Apache's installation is pretty straightforward and can be done

with the following commands:


cd /tmp


< download Apache source from http://www.apache.org/dist/httpd/ >


tar -xzvf httpd-<version>.tar.gz


cd httpd-<version>


./configure --prefix=/var/www


make


make install
Installing Apache with support for other things like SSL, PHP, MySQL, etc. 

is beyond the scope of this document.

To have Apache start up bootup, add the following lines to /etc/rc.local:


echo "Starting Apache"


/var/www/bin/apachectl startssl

ProFTPd

Download the ProFTPd source from http://www.proftpd.net , and issue the 

following commands:


tar -xzvf proftpd-<version>.tar.gz


cd proftpd-<version>


./configure


make


make install
The daemon will be installed in /usr/local/sbin/proftpd by default. Be sure to go through the conf file ( /usr/local/etc/proftpd.conf ) and configure the server appropriately. Change the Group from "nogroup" to "nobody" and comment out the Anonymous FTP section!

To have ProFTPd start up bootup, add the following lines to /etc/rc.local:


echo "Starting proftpd"


/usr/local/sbin/proftpd
Sendmail

Download the latest source from ftp://ftp.sendmail.org/pub/sendmail/ and 

compile:


tar -xzvf sendmail.<version>.tar.gz


cd sendmail-<version>/sendmail


sh ./Build


cd ../cf/cf


cp generic-linux.cf sendmail.cf


sh Build install-cf


cd ../..


sh ./Build install-set-user-id
To have Sendmail start on bootup, check its box in the services list (described above).

Oracle 9i Client

Copy the Oracle 9i .cpio files to /tmp/oracle, and then extract them:


cpio -idmv < lnx_920_disk1.cpio


cpio -idmv < lnx_920_disk2.cpio


cpio -idmv < lnx_920_disk3.cpio
Install it:


log in as user "oracle"


cd /tmp/oracle/Disk1/  (or wherever you extracted the .cpio files)


./runInstaller

Default settings in the wizard are fine: /home/oracle/oraInventory/ , etc.

Select Oracle9i Client

the installer will ask you to run 2 scripts as root

Cancel out of the Oracle Net Configuration Assistant

Exit the Installer

copy the IDT tnsnames.ora file to /home/oracle/OraHome1/network/admin

SNMP Monitoring

http://www.net-snmp.org/download/
tar -xzvf net-snmp-5.0.9.tar.gz

cd net-snmp-5.0.9

./configure --prefix=/opt/net-snmp

make

(as root)

umask 022

make install

